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1. General Description

1.1 Introduction

Videomark is software for casting and detecting invisible watermarks on digital video
for copyright protection. Watermarks correspond to specific ID-numbers that are
called watermark keys. Each copyright owner of digital video uses his/her private key
to cast an invisible watermark. This watermark can be detected later by using the
Videomark and the correct watermark key and without resorting to the original
product.

Videomark is available in three versions:

e Full Version
e Demo Version
e SDK

Each copy of the full version is characterized by a unique ID number associated with
a specific private key used for watermark casting.

1.2 Main Features

e Watermarks, inserted in an input video, are perceptually unnoticeable in the output
video. Videomark supports five (5) embedding levels, which are associated to the
strength of modifications performed for the watermark embedding.

e Generally, watermarks are detected with high certainty and extremely low false
alarm probability. Independent detection is performed for each frame. Therefore,
watermark detection can be used as a reliable evidence for proving copyright
ownership.

e Watermarks cannot be extracted or removed without the knowledge of the
corresponding private key. Watermark generation is image (frame) dependent and
cryptographically secure.

e Watermarks are robust to MPEG2 encoding up to compression ratios 1:50 (5
Mbps compressed video).

e Video frame extraction or insertion does not affect seriously to the detection
performance.

e Watermarking or detection can be applied to a full digital video sequence or a
section of it.
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Figure 1: The Videomark’s main program window

(1) Watermarking mode panel

(2) Input digital video panel

(3) Output digital video panel

(4) MPEG options panel

(5) Application Range panel

(6) and (7) Watermarking parameters panel
(8) Watermarking procedure control buttons

(9) Watermarking progress bar and watermark detection progress bar
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1.3 Environment

Videomark is a “Dialog based application’” created by using MFC classes of Visual
C++. It supports the following digital video formats for both input and output:

e YUV frames. U,V or both frames may be subsampled or not. The Y frames
should be named as < BasicFileNameXXX. Y > where XXX denotes the frame
number.

e MPEG 1, 2 video only or some formats of transport files. In the later case Audio
is ignored. In this version only MPEG 2 MP@ML encoding is allowed.

An MPEG player has been also incorporated.

Progress Bars named “Progress” and ‘“Detection” indicates the progress of the
watermarking procedure, which is distinguished in two stages:

e Watermark CASTING
e Watermark DETECTION

Progress |

Detection |

Figure 2: Progress bars of Videomark’s main window

1.4 System Requirements
Videomark’s minimum system requirements are:

Intel 486 processor or above

Microsoft Windows 95/98/Me/NT/2000/XP/2003

64 MB of RAM installed (128 or above recommended)

20 MB of available hard-disk space

256-color display adapter card (24-bit display adapter card recommended)
CD-ROM drive
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2. User’s Guide

2.1. Watermarking Mode
Watermarking Mode
{ £ CASTING: " DETECTION About . |

Figure 3 : Radio buttons for selecting operation mode

The watermarking operation mode is selected by the user by clicking the
corresponding radio button at the top of the dialog. According to this selection some
dialog features are disabled or enabled.

2.2. Input digital video sequence

In input digital video panel click browse. An Open File dialog window appears.

Select the digital video file you want to watermark and click Open as shown in Figure
4.

Open Input Yideo 7| x|
Laak ir: Iﬁ samples j - £ B
E:Filel.avi
Hiztomy @wallace.and.grnmit. 1995,9. mpg. mpeq
T @wallace.grnmmit.199?.9.mpeg
‘E’ @l wg.mpeg
[ op
r[-éﬁ
ty Diocuments
File name: Iliuns.mpeg j Open
Files of type: I.ﬁ.ll supparted Yideo files j Caticel |
F

Figure 4 : The Open Input Video File dialog window

In the edit-boxes INPUT and Path, the filename and the location of the video should
be inserted. The video format type is automatically selected as shown in Figure 5
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Figure 5 : Dialog region dealing with the input video which will be watermarked or searched for
watermarks.

The input video is used either for watermark casting or detection according to the
selected operation mode.

Information Area : Information about the video file is displayed. For MPEG format,
this information is updated automatically from the corresponding file header when the
file is selected by using the Browse button. If not the button SET/GET INFO should
be clicked.

For MPEG formats the following information is displayed :

The number of frames (first and last index numbers)
The size of each frame in pixels (horizontal and vertical)
The size of a Group Of Pictures (GOP)

The distance between I and P frames

bl e

For YUV video type, information should be given by the user. By pressing the
SET/GET INFO button the dialog presented in Figure 6 appears.

Base File : The basic part of the filenames of YUV frames is inserted (frame index
numbers are not included).

First/Last Frame : The first and the last index of the frames in the video sequence.
Frame Width/height : The size of frames in pixels.

YUV Components : This option is used when MPEG encoding is used (for the casting
procedure) and is related with the state of the Y,U, and V files. Watermark casting
can be applied only to grayscale (Y) video sequence files and watermarked frames Y
are output.
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Figure 6: Dialog for inserting information about YUV frames

2.3 Output digital video

OUTRUT: | Type - [MPEG ]
Path : I Save bz |

Figure 7: The output digital video panel

The filename of the produced watermarked video should be inserted in the OUTPUT
edit-box. Extension of the filename should be defined by the user. The list Type
denotes the format of the output file which is automatically detected by the program.
To fill-up the “OUTPUT” and “Path” fields, press the Save as button. A dialog
window appears. In the “File name” field type the name of the output digital video file
and press the Save button as shown in Figure 8.
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Figure 8: The “Save as” dialog window

2.4 Watermarking Parameters

Application Fange
& All Frames
= Select range
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ToG.OF
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297

Embedding Level Certainty
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I Lo I Ii
Strang -_|_I_ High _—I_I_ ™| Default Key
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[™ iax Ferformance

Application Range : 1t defines the digital video section where on watermark casting or
detecting will be applied. The selected area should consist of
complete groups of pictures. The numbering of groups starts from

Embedding Level : Five levels for the strength of modifications are available. Strong
embedding produces greater image distortions but the watermark is
sufficient robust to MPEG compression. Weak embedding

Certainty: Watermark detection is assumed positive when the calculated
certainty is greater than a threshold value (minimum certainty).

Key : The private key (32-bit positive integer). For watermark casting only the private

‘ Figure 9 : Dialog‘ area for watemarking control

0.

produces invisible alterations.

Three such values are available.

key is used.

Low Certanty=99.99%,
Medium Certainty=99.9999% and
High Certainty=99.9999999%
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Attention: For the DEMO VERSION, watermark casting can be applied by using 100
keys defined in a particular region (e.g. 1000000<key<1000100). Any key can be
tested for watermark detection.

Stop on Finding : When it is checked, the detection procedure stops when
watermark(s) are detected in a group of pictures (or in a set of 12 Y frames).

Extensive Report : After detection procedure, the Videomark produces a .txt file
containing details about the detection. The false alarm detection probability for each
frame is listed. The Notepad.exe is called and the information file is displayed.

Exhaustive Search : 1t is checked in order to perform detection synchronization, if it is
lost. It should be used when detection is applied in a particular part of a video or when
there is suspicion about frame insertion or extraction from the original video
sequence.

Max Performance : It is enabled when Exhaustive Search is used. Detection proceeds
to a detailed watermark search in cases of problems, e.g. loss of synchronization in the
given range of frames.

2.4 Command Buttons

500 STOE E=IT

Figure 10: Watermarking procedure control buttons

GO : Starts the watermark casting or detection procedures

STOP : 1t is enabled when Casting or Detection is in progress. By pressing it, the
background watermarking operations are broken up.

EXIT : Exit from Videomark.

2.5 MPEG - Player. Encoding -decoding Options

The player displays MPEG files. It plays a set of frames of either the input or output
video. These options are defined in the corresponding dialog “Play Options” shown
in Figure 11. Figure 12 shows the “Player Window”.

Warning : When video is playing only the message of the Stop button is processed.
Closing the player’s window before proceeding to any other processing,
is strongly recommended.
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Decoding/Encoding Options have been incorporated for use in feature versions. At the
present version, the user can choose the bit-rate of the MPEG encoder for the output
video as shown in Figure 13.

Play Options x|

Play *fideo Frames

Yideo
Fram =
. = & |nput
Ta  [297 —  Output

Cancel |

Figure 11: The Play Options Dialog window

! H:\LabSoftware'\ YIDEOMARK' samples’lio

Figure 12: The player window



Videomark v1.5

10

Encode Options

S000000

——
—

Figure 13: The Encode options dialog window
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License agreement

ALPHA TEC LTD.
VIDEOMARK SOFTWARE END USER LICENSE AGREEMENT

IMPORTANT: THIS SOFTWARE END USER LICENSE AGREEMENT ("EULA") IS A LEGAL
AGREEMENT BETWEEN YOU AND ALPHA TEC LTD. READ IT CAREFULLY BEFORE COMPLETING
THE INSTALLATION PROCESS AND USING THE SOFTWARE. IT PROVIDES A LICENSE TO
USE THE SOFTWARE AND CONTAINS WARRANTY INFORMATION AND LIABILITY
DISCLAIMERS. BY INSTALLING AND USING THE SOFTWARE, YOU ARE CONFIRMING YOUR
ACCEPTANCE OF THE SOFTWARE AND AGREEING TO BECOME BOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO BE BOUND BY THESE TERMS, THEN SELECT THE
"CANCEL" BUTTON, DO NOT INSTALL THE SOFTWARE AND RETURN THE SOFTWARE TO YOUR
PLACE OF PURCHASE.

1. Definitions

(a) "ALPHA TEC LTD" means ALPHA TEC LTD and its suppliers and licensors, if
any.

(c) "Software" means the Alpha Tec. LTD VIDEOMARK software program supplied
by ALPHA TEC LTD herewith, which may also include documentation, associated
media, printed materials, and online and electronic documentation.

2. License
This EULA allows you to:

(a) Install and use the Software on a single computer; OR install and store
the Software on a storage device, such as a network server, used only to
install the Software on your other computers over an internal network,
provided you have a license for each separate computer on which the Software
is installed and run. A license for the Software may not be shared or used
concurrently on different computers.

(b) Make one copy of the Software in machine-readable form solely for backup
purposes. You must reproduce on any such copy all copyright notices and any
other proprietary legends on the original copy of the Software.

3. License Restrictions

(a) Other than as set forth in Section 2, you may not make or distribute
copies of the Software, or electronically transfer the Software from one
computer to another or over a network.

(b) You may not decompile, reverse engineer, disassemble, or otherwise
reduce the Software to a human-perceivable form.

(c) You may not rent, lease, or sublicense the Software.

(d) You may permanently transfer all of your rights under this EULA only as
part of a sale or transfer, provided you retain no copies, you transfer all
of the Software (including all component parts, the media and printed
materials, any upgrades, this EULA, and the serial numbers), and the
recipient agrees to the terms of this EULA. If the Software is an upgrade,
any transfer must include all prior versions of the Software. You may not
sell or transfer any Software purchased under a volume discount.

(e) You may not modify the Software or create derivative works based upon
the Software.

(g) In the event that you fail to comply with this EULA, ALPHA TEC LTD may
terminate the license and you must destroy all copies of the Software.

4. Upgrades
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If this copy of the Software is an upgrade from an earlier version of the
Software, it 1is provided to you on a license exchange basis. You agree by
your installation and wuse of this copy of the Software to voluntarily
terminate your earlier EULA and that you will not continue to wuse the
earlier version of the Software or transfer it to another person or entity
unless such transfer is pursuant to Section 3.

5. Ownership

The foregoing license gives you limited license to use the Software. ALPHA
TEC LTD and its suppliers retain all right, title and interest, including
all copyrights, in and to the Software and all copies thereof. All rights
not specifically granted in this EULA, including Federal (USA) and
International Copyrights, are reserved by ALPHA TEC LTD and its suppliers.

6. LIMITED WARRANTY AND DISCLAIMER

(a) LIMITED WARRANTY. ALPHA TEC LTD warrants that, for a period of ninety
(90) days from the date of delivery (as evidenced by a copy of your
receipt) : (i) when wused with a recommended hardware configuration, the
Software will perform in substantial conformance with the documentation
supplied with the Software; and (ii) the physical media on which the
Software is furnished will be free from defects in materials and workmanship
under normal use.

(b) NO OTHER WARRANTY. EXCEPT AS SET FORTH IN THE FOREGOING LIMITED
WARRANTY, ALPHA TEC LTD AND ITS SUPPLIERS DISCLAIM ALL OTHER WARRANTIES,
EITHER EXPRESS OR IMPLIED, OR OTHERWISE INCLUDING THE WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. ALSO, THERE IS NO
WARRANTY OF NONINFRINGEMENT, TITLE OR QUIET ENJOYMENT. TIF APPLICABLE LAW
IMPLIES ANY WARRANTIES WITH RESPECT TO THE SOFTWARE, ALL SUCH WARRANTIES ARE
LIMITED IN DURATION TO NINETY (90) DAYS FROM THE DATE OF DELIVERY. NO ORAL
OR WRITTEN INFORMATION OR ADVICE GIVEN BY ALPHA TEC LTD, ITS DEALERS,
DISTRIBUTORS, AGENTS OR EMPLOYEES SHALL CREATE A WARRANTY OR IN ANY WAY
INCREASE THE SCOPE OF THIS WARRANTY.

(c) (USA ONLY) SOME STATES DO NOT ALLOW THE EXCLUSION OF IMPLIED
WARRANTIES, SO THE ABOVE EXCLUSION MAY NOT APPLY TO YOU. THIS WARRANTY GIVES
YOU SPECIFIC LEGAL RIGHTS AND YOU MAY ALSO HAVE OTHER LEGAL RIGHTS THAT VARY
FROM STATE TO STATE.

7. Exclusive Remedy

Your exclusive remedy under Section 6 is to return the Software to the place
you acquired it, with a copy of your receipt and a description of the
problem. ALPHA TEC LTD will use reasonable commercial efforts to supply you
with a replacement copy of the Software that substantially conforms to the
documentation, provide a replacement for defective media, or refund to you
your purchase price for the Software, at its option. ALPHA TEC LTD shall
have no responsibility if the Software has been altered in any way, 1if the
media has Dbeen damaged by accident, abuse or misapplication, or if the
failure arises out of use of the Software with other than a recommended
hardware configuration.

8. LIMITATION OF LIABILITY

(a) NEITHER ALPHA TEC LTD NOR ITS SUPPLIERS SHALL BE LIABLE TO YOU OR ANY
THIRD PARTY FOR ANY INDIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
(INCLUDING DAMAGES FOR LOSS OF BUSINESS, LOSS OF PROFITS, BUSINESS,
INTERRUPTION OR THE LIKE), ARISING OUT OF THE USE OR INABILITY TO USE THE
SOFTWARE OR THIS EULA BASED ON ANY THEORY OF LIABILITY INCLUDING BREACH OF
CONTRACT, BREACH OF WARRANTY, TORT (INCLUDING NEGLIGENCE), PRODUCT LIABILITY
OR OTHERWISE, EVEN IF ALPHA TEC LTD OR ITS REPRESENTATIVES HAVE BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES AND EVEN IF A REMEDY SET FORTH HEREIN IS
FOUND TO HAVE FAILED OF ITS ESSENTIAL PURPOSE.
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(b) ALPHA TEC LTD'S TOTAL LIABILITY TO YOU FOR ACTUAL DAMAGES FOR ANY CAUSE
WHATSOEVER WILL BE LIMITED TO THE GREATER OF $500 US DOLLARS OR THE AMOUNT
PAID BY YOU FOR THE SOFTWARE THAT CAUSED SUCH DAMAGE.

(c) (USA ONLY) SOME STATES DO NOT ALLOW THE LIMITATION OR EXCLUSION OF
LIABILITY FOR INCIDENTAL OF CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION
OR EXCLUSION MAY NOT APPLY TO YOU AND YOU MAY ALSO HAVE OTHER LEGAL RIGHTS
THAT VARY FROM STATE TO STATE.

9. Basis of Bargain

The Limited Warranty, Exclusive Remedies and Limited Liability set forth
above are fundamental elements of the basis of the agreement between ALPHA
TEC LTD and you. ALPHA TEC LTD would not be able to provide the Software on
an economic basis without such limitations.

10. U.S. GOVERNMENT RESTRICTED RIGHTS LEGEND

This Software and the documentation are provided with "RESTRICTED RIGHTS.
Use, duplication, or disclosure by the U.S. Government 1s subject to
restrictions as set forth in this EULA and as provided in DFARS 227.7202-
l(a) and 227.7202-3(a) (1995), DFARS 252.227-7013 (c) (1) (ii) (OCT 1988), FAR
12.212 (a) (1995), FAR 52.227-19, or FAR 52.227-14, as applicable.
Manufacturer: ALPHA TEC LTD,23 Papafi str. GR-54638 Thessaloniki, GREECE.

11. (Outside of the USA) Consumer End Users Only

The limitations or exclusions of warranties and liability contained in this
EULA do not affect or prejudice the statutory rights of a consumer, i.e., a
person acquiring goods otherwise than in the course of a business.

12. General Provisions

This EULA shall be governed by the laws of Greece, without giving effect to
principles of conflict of laws. This EULA contains the complete agreement
between the parties with respect to the subject matter hereof, and
supersedes all prior or contemporaneous agreements or understandings,
whether oral or written. All questions concerning this EULA shall be
directed to: ALPHA TEC LTD, 23 Papafi str. GR-54638 Thessaloniki, GREECE.

The trade name ALPHA TEC LTD, the VIDEOMARK software title and software Logo
belong to ALPHA TEC LTD. Third party trademarks, trade names, product names
and logos that may appear in the Software belong to their respective owners.



